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The Information and Communication Technology based computer software programmes are being 

widely used in government ministries, departments and institutions to deliver their sel-vices 

effectively and efficiently. This has been encouraged by the circular instructions issued by the 

Presidential Secretariat under the guidance of e-Sri Lanka programme. In accordance with such 
1 

emerging situation, internal auditors in the public sector also should possess some sort of 

competency to examine the usefulness, accuracy, transparency and.value for money (VFM) of such 

computer programmes. As a result of identification of those requirements, the Department of 

Management Audit has formulated a set of guidelines and a questionnaire. 
. . 

02. The guidelines and the questionnaire issued under this circular provide a basic knowledge to 

conduct internal audit activities in a CIS environment. Public Sector Internal Auditors can develop 

their annual internal audit plans and programmes by customizing these guidelines according to the 

requirements of their respective organizations. 

03. I wish these guidelines and questionnaire will help to perform the internal audit activities 

with efficacan CIS environment. 
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Director ~enera l  
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Guidelines for Internal Auditing in a Computerized Information System (CIS) 
Environment 

1. Introduction 

Information Technology has become the most critical factor behind the success of an organization 
dominating other factors. IT system of an organization defines the system and control of the 
organization, document flow, information flow and intemal auditing process. Hence, as an internal 
auditor should play a vital role to ensure Accountability and Transparency on the activities taking 
place in CIS environment. There is no significant change in fundamentals of auditing in a CIS 
environment but it lud.rec& _cause- 
------- - l l m g e ~ r t ? e & ~ m m H e c t i o f l -  
and evaluation them. Th-erefire, it is very essential to upgrade the IT knowledge on software and 
hardware by the internal auditor to face the rapidly changing CIS environment. 

2. National Level IT Policy and Vision in the Country 
"The young generation of Sri Lanka needs to be broadly empowered with modem information and 
communication geochnalogy. The hture market for employment will depend entirely on these 
skills. For these reasons, our youth.\il .be .given more oppoi-hqities to improve their knowledge 
in these areas and information and camurriieation technology will be introduced for accessing all 
services in the country" (Mahinda Chinthana 201 0; Page $5) I 

"To adopt ICT in all its aspects to make government more efficient and effective, improve access 
to government services, and create a more citizen centric government" 
(Vision m mentioned in "e-Governmce Policy Document '' dated 02.12.2009 developed by ICTA) 

3. L,egal Environment of I n f m s ~ t k  Gov-mee h-Sri Lanka - ., .. . . . .. 
The internal auditor should have awareness on the following existing legislations, laws, rules and 
regulations with regard to the information governance in Sri Lanka; 

i. Evidence (Special Provision) Act No. 1 711 995 - (www.documents.gov.1k) 
ii. Information and Communication Technology Act No. 271 2003 - 

(www.documents.gov.lk) . ------------------ -- 11.i.Electronlc Transaction Act No. 1 912006 - (www.documents.gov. lk) 
iv. Intellectual Property Act No. 3612007 - (www.docurnents.gov.1k) 
v. Computer Crime Act No. 24/2007 - (www.documents.gov.lk) 
vi. Policy and Procedures for ICT Usage in Government (e-Government Policy) - document 

developed by ICTA in 2009 - (www.icta.lk) 
vii. Circular Issued by the President Office on Policy and Procedure for ICT usage in 

Government (e-Govenment Policy) - Circular No:.SP/SB/03/10 dated 31 May 2010 - 
(www.icta.lk) 

viii. Circular Issued by the President's 0ffice.on Implementation of e-Government policy in 
the Government Organizations - Circular No. SP/SBl06/11 dated 24 June 201 1 - 
(bmw .ictalk) 



4. Scope of Internal Audit in a CIS Environment * 

Outcome of computerization on audit approach needs consideration of follo_wing factors; 
I. High Speed - Information can be generated quickly' in a CIS environment. Computer 

system can provide information compiling into complex reports through various formats. 
This will cut down the time enabling the auditor to extend their analytical review under 
coverage with high speed of operation and internal auditor has an opportunity to expand 
his substantive procedure to collect more evidence to ensure h s  opinion. 

11. Low Clerical Error - Information which provides by computerized system are all most 
I'ree from clerical errors. 

111. Concentration of duties 1 The internal auditor needs to employ individual's foi carrying 
out the verification procxss .in. a manual environment but it can be saved considerabie 
number of labour hours in CIS environment. The traditional audit approaches did not'apply 
in many cases in a CIS environment. Therefore, the internal auditor can spend more time 
on concentration of duties personally. 

Considering the above three main factors, the internal auditor should plan his audit works based 
on the following aspects; 

P &stem --- and Applications - The main objective of this event is to assess and verify tl~at 
-- .----- - - - - 

h e  systems and applications are appropnate, efficient anTsuchioiifoSslead~ ~ U T - ~  

valid, reliable timely and secure input, processing and output at all leveIs of a system's 
activity 

2. Information Processing Facilities - An audit to assess and verify that the processing 
activities are controlled to ensure timely, accurate, and efficient processing of systems 
and applications under planned situation as well as potentially destructive position. 

k Management of Information Technology and institutional Architecture - An audit to 
assess and verify that information system management has focused organizational \ 

structure and procedures to ensure a system controlled and efficient environment for 
proper information processing. 

>, Systems Development - An audit to assess and verify that all the system developments 
should be aligned with the vision and mission of the organization and such developments 
have to be done in accordance with generally accepted standards for system development. ' 

> (3ient/Server Telecommunicati~ns Intranets and Extranets- An audit to assess and 
verify that the entire mechanism on network connections and servers are properly placed 
with high security levels. 

5. The Internal Auditor should ensure the following attributes on Information as well as 
the Information system in a CIS environment 

I. Confidentiality- Confidential information must only be accessed, used, copied, or 
disclosedB users who have been authorized and only when there is a genuine need. A ---- 

- - - - - 7  . 
confidentiality breach occurs when informat~on or i m ' o n  3 j % t F m h a v ~ n i r m a y  
have been accessed, used copied, or disclosed by someone who was not authorized to have 
access to the information. 

11. Integrity - Integrity means data cannot be created, changed or deleted without proper 
authorization. It aiso means that data stored in one part of a database system is in 
agreement with other related data stored in other part of the database system (or another 
system). It even refers to the people involved in handling the information, are they acting 
with proper motivation and integrity. 

111. Availability- Availability means that the information, the computing systems used to 
process the information and the security controls used to protect the information are all 
available and functioning correctly when the information is needed. 



IV. Authen~crtion- Authentication brewh ~gin occur when a u m ' s  UD and Password is used 
by un-wtho@~& users to s& up-mmdWgxm@ion. .. - - 

V. G & ~ e p ~ ~ S i : . - R o 4 . : i + ~ ~ q  51pa,1;& .&$ on6-p-ZiTii gnjjaouon ~%i&i~-aeny----- 
having received a transadon BW c;n the other pm deny having sent a t r anwt i~n .  

VI. Utility- It mams w e ~ m  usability of infixmation as well as the information system. 

6. Identification of I d o m * ~  
An asset is something W a and therefore has th protect. Assets include all the 
information and s i o ~  requires to conduct its activities. Type of .. 
information 

I. In& 
s &data film, system documentation, user manuals, training 
aww procedures, continuity plans and information 

- - 

11. Software 
Exmplm; A~plicatians s o k a r ~ ~ e ~  system softwarc, development tools and utilities 

111. Hardward ~ h ~ g i *  tqu-ent 
Examples: ~ro'cessers, monitors, laptops, r n o k s ,  routers, Fax. machines, tapes. 
disks, power s q p p l i ~ ~ ~  ajs cagditioning units, W t m e  and accommodation 

IV. Services 
Examples: t2?&iutkg and communications services, general utilities 

V. Printed docume~ts 
-EX~M.P~~:S: .COII-C~S, f ~ ~ i i l  dw.ments . . . ,  . . . .. 

VI. People and their knowkdge 
Exam.pb: Administrators3 data entry operators, system designers. users,, 
ernpIoyees and clients 

VII. Image and reputation 
Examples: Organization's image, brand imqe and credits 

. 7. Audit Approaches in a CIS envkwmaent 
There -are W.Q. main audit approaohe-s in CIS envjmme& based on -knowledge, skills and 
expertise of auditors in working with computerized data. Those approaches he as follows; 

I. Auditing Around the Computer (Black Box Approach) 
11. Auditing through the Computer (White Box Approach) 

i. Auditing Around the Computer (Black BOX Approach) 

Client 
Input 

Client 
Output 

Compare 
Auditor's 

client Predetermined 
output 

In thls approach, the internal auditor should pay attentionbn input and output and ignores the 
specifics of how computer process the data or transactioas. If input matches the output, the 
internal auditor assumes that the processing of transaction or data must have been correct. The 
comparison of inputs and outputs may be done manudly with the assistance of the computer. The 
information provided by Government Pay-Roll System (GPS) or Computer Integrated 



Government Accounting System (CIGAS) can be compared with the input such as monthly 

-- 
changes of salary bill, arrears of salaries . .  Loan . details I -  vouchers, cash book, v c ! . t e l e u . l n  
the black box approach, it is not necessary to have an in-depth knowledge and study on 
application Prouammes with the internal auditor. 

ii. Auditing through the Computer (White Box Approach) r w ~ i  Auditor's 4 outgut Client 1 -1 'y:? client output 

Input 
Output 

The processes and controls surromdhg the subject are not only subject to audit but also the 
processing controls operating over this process are investigated. In order to help the internal 
auditor to gain access to these processes computer audit software may be used. In this approach. 
the internal auditor should have sufficient knowledge of computers to plan direct and review the 
work performed. The following aspects may typically contain in these packages; 

I. Interactive enquiry facilities to interrogate files 
11. Facilities to analyze computer security logs for unusual usage of the computer. 
111. The ability to .wmpm source aid object (compiled) programine codes in order .to 'detect 

dissimilates 
IV. The facility to exclude and. observe the computer treatment of "live transaction" :by 

moving through the processing as it occurs. 
V. The generation of test data 
VI. The generation of aids showing th* of application programmes. The actual controls 

and the higher level control will be evaluated and then subjected to compliance testing 
and, if necessary, substantive testing before an audit report is produced. 

.. . . " 



8. Types of Computerized Information Systems (CIS) 0 

Based on the nature and size of CIS, it can be classified as follows; 
. -  ~ - . - - . - .- - - -. _ ._ _ _  . .  

computers personal system 
computers 

Hardware m 

Message 
server i 

Print sewer m 

Software D 
Network 

Wide Area 
Network 

Data Processing 

Electronic 

Interchange 

Processing 
system 

I Batch I 

Processing 

Time 

Time Sharing D 
Service 
Bureau 1 

Integrated L: 



9. Identification of Internal Control Systems in a CIS EnvirGnment 
The - - . internal . -- - auditor . . - - - should - - - -. - - obtain - -- . - -. an -understanding of internal control systems in the CIS - -. - - - - - - - - - - -- - - - -- -- -- - - - -- - - . - 
environment to plan the audit and develop the audit procedures to carryout the internal audit 
functions efficiently and effectively. The internal control systems in CIS are quite specific 
comparing with manual systems due to difference audit approaches. In the planning process of 
internal audit, it is very essential to identify the following basic components in CIS environment; 

Hardware - CPU, Monitor, Printer, UPS, etc. 
Software - Operating Systems, Application programmes, Database management systems. 
software packages etc. 
Live ware / People - Data entry operators, IT manwers, CIS organization, End users, etc. 

r Transmission mzdia - Coaxial Cable, Twisted Pairs-Cable, Fiber Optics Cable, . 

Directional waves, Omni directional Waves, Terrestrial Microwaves, Satellite 
microwaves, Infiareds etc. 

The internal auditor needs to be satisfied with the adequate controls over the prevention of 
unauthorized access to the computer and computerized database in the CIS environment. The 
internal auditor also ensures the adequate supervision of personnel is properly administrated. To 
plan the internal audit works, the following controls should be considered; . 

i. Input controls 
ii. Processing controls . . . 
111. Storage controls . - 
iv. Output Controls 
v. Data transmission Controls l">.t .. . :, . - . - .  . .. . 

I 

The internal auditor should examine and evaluate the level of reliability on following internal 
controls in CIS environment; 

I .  Authenticity Controls - e.g. Password controls, Personal identification numbers, Digital 
signatures etc. 

11. Accuracy Controls - e.g. Programmes validation checks that a numeric field accepts 
only numeric, Overflow checks, Sequence checks, testing of -backup facilities and 
procedures, rn~ntenance agreement and insurance etc. 

111. Completeness Controls - e.g. Programmes validation checks, Sequence checks, etc. 
IV. Redundancy Controls - e.g. Batch cancellation stamps, Circulating error files, etc. . 

V. Privacy Controls - e.g. Cryptograph, Data compaction, Infe?ence Controls etc. 
VI. Audit Trail Controls - These controls which help to trace the all events occurred in a 

system are needed to answer queries, fulfill statutory requirements, mininlize 
irregularities, detect the consequence errors etc. 

VII. Existence Coptrols - e.g. Database dump and logs for recovery purposes duplicate 
hardware, Preventive maintenance, Checkpoint and restart controls, Emergency and 
disaster recovery mechanism etc. 

VIII.Asset Safeguarding Controls - e.g. Protection of equipments against fire and other 
hazards, Physical barriers, Libraries, Backup Procedure etc. 

1X. Effectiveness Controls - e.g. Monitoring of user satisfaction, Post audit, Periodic cost 
benefit analysis etc. 

X. Emciency Controls - These controls help to achieve its goals using-minimum resources. 



* 

10. Matters to be considered to Audit in a CIS environment ' 

The approach to auditing in a CIS environment provides - for the followin_g; - - - .. - . . 

- 1. Skills, quaiffications and competence 
The internal auditor should have appropriate knowledge and competence of planning the 
audit works in computer based environment and implementation and evaluation of such 
audit programmes. Therefore, the internal auditor needs to develop IT knowledge and 
skills in his career path. Such knowledge and skills will help; 
k TO plan the internal audit activities in computerized information system properly. 
P To design the internal audit tests and investigations and to implement them . 
> To assess and review the financial and internal controls in a con~puter base 

environment . 
> To identify the risk areas behind the systems, applications, hardware and controls 

l t l i J ~ . ~ l  of the CIS. 
b To review the security measures of the CIS 

- y . L l !  I ~ . I v < > ,  

~tt;k'idtk"&$ e and skills to conduct an audit in 
CIS environment, then nwasxy wens have to be taken to obtain the ass@tance from an 
expert or expert group appaw2tkq outsomers. 

11. Internal Audit Planning 
In the audit plam@ process, the auditor should abtain an understanding of components 
such as the significaace and c~mplexity of the CIS activities, the availability of the data for 
use in the audit, accounting and internal.contro1 systems which ,help to determine. the 
nature, time and extent of the audit procedures. 
This understanding would include matters such as; t 

P Infrmtnrcture of the CIS -Hardware, sohare ;  live w e  and Transmission media : 
> The significance and complexity of computer processing in each significant 

accounting application. Significance relates to materiqlity of the financial statement 
assertions affected by the computer processing. 

> The organizational mcture of the client's CIS 9t.ctivitjes and the extent of 
. c~n.wntration,.or -dihbution of computer processing throughslut the entity, 

particularly as they may affect segregation of duties. 
I+ The internal auditor needs to determine extent of availability of data by reference 

to source documeats, computer files and other rn~ttws with regard to evidence. 
Most of time the CIS provides reports which migbt be useful in performing 
substantive tests. 

111. Risk Involved in a CIS 
It is very essential to assess whether it may influence the assessment of inherent and 
control risks when the CIS is &gn%icant. 
The nature of the risks and the internal control systems in CIS environment include the 
following; 

Lack of Transaction Trails - Some CIS are designed so that a complete 
. transaction trail that is useful for audit purposes might exist for only a short period 

of time or only in computer-readable form. Where a complex application system 
perfoqs a large number of processing steps, there may not be a aomplete trail. 
Accordingly, errors embedded in an application's program logic may be difficult to 
detect on a timely basis by manual (user) procedures. 



P Uniform Processing sf Transactions - co'mputer programmes processing 
transactions uniformly, virtually elhpiqatjgg the occ_u~_af-.cle;ricaL_enars. 
Nevedidess, all Gsactidns will be processed incorrectly due to such 
prog~amning errors. 

P Lack of Sqpegatiom of Functions - Many controls become concentrated in a CIS 
environment allowing dab processing of incompatible functions. 
Potential for errws and irregularities - The potential for human error in the 
developm~,  maintenance and exeeutian of CIS may be greater than in manual 
systems, because af the level of detail hh::~nt in these activities. 

P Initiatiqn ar Exec1rl.2isn af Triaslsbctkn - a CIS process certain types of 
transactions are initiated by the system, the authorization for which may not be 
dacuranented as in manual system. In such cases, management; authorization of 
these transactions may b implicit. 

+ Dependence of Other Contm1a -over Cmputer Processing - Certain manual 
control procedures are dependent on computer generated reports and outputs for 
their effectiveness. ~ ~ r e $ o r e ,  the effectiveness and consistency of transaction 
processing watr~ls  me dqjw~dmt on tbe effectiveness of general CIS controls. 
Increased.Managememt Supe&bli3a - Znfbrmaficm provided by CIS can offer 
management different type of analytical tools which can enhance the effectiveness 

" of the entire internal control structure. 
Use of Gempu&r-&btd A&#+ ~kebai~ues (CAAT) - The internal auditor can 
apply general or sp~idized compiiter audit techniques and tools in the executioil 
of,aU&ta&. . .. . . . .--. .-- - .  -. . . -  . . . 

IV. Risk Assessment 
The intend awA3tor dthm1d d&e'&U$ assessment of &&went and control risks for material ' 

k&al statement ~ r t i o m .  
Risk can he generated @m d&kienoi~ 'bin; 

Programme development and ma&tmce 

Operations . . -- . . 

r Physical CIS security 
P Cantrol over aocess to specidimd p m w e s  

As pew CIS twhnobgies are em&g for dbta $r~ca$ing and clients are adopting the 
sane for building complex wmputar system@, the's& may increase risk which needs M e r  
consideration. 

V. Documentation 
The intend audhr should prepme the annual intanal audit plan ac&rdiog to the DMA 
circular No. 2009101 and 2009/03 considering ti16 nature, timing and extent of audit 
procerdww pmfc3md and th@ C Q B O . ~ & ~ > & ~  from the evidence obtajned. Most of 
internal audit evidence in CIS environment is in electronic form. The internal auditor 
should satisfy b g  that suoh evidence-,is ~ ~ c i e n t l y  and safely stokd rind is 
retrievable in its m&ly as and w h  WkeeF. . . 

11. Interad Auditors Involvemmt i.n the CHmts &stem Development and Documenthtion 
Cmtrd 

Internal Auditor should be consulted wMk designing appropriate controls over the development 
of computerized system within an institution. Such collaborative association may help the internal 



auditors in suggesting preventive and corrective actions for the bmerment of the system and also 
internal functions. 
Examples: The internal auditor of the Ministry or Department may involve in the event such as; 

a. System modification md application of new version of CIGAS Programme 
b. System modification a d  application of new version of GPS Programme 
c. Designing and developing a specific (Client based) CIS for the organization as a 

project 
The major functions may be described as analysis of the system involves identification 
understanding and cpitically examining the system and its inter-related sub systems. For the -. 
purpose of achieving the. goal8 md objectives set for the CIS in macro. level, thrqugh 
modification, changed inter-relationskip of compone~ts, deleting or merging or separating or 
break-up of component. They may also involve upgrading the system as a whole. In this event, 
the internal auditor should request to create system generated audit files for the internal audit 
purposes from the system designers. 
Therefore, the internal auditor should play a significant role in the process of designing, 
developing and implementing a new CIS for the organization involving into the various stages of 
such project. 

12. Type of Internal Audits in CIS environment 
Based on the purpose and objectives of the assignment, internal audits in CIS environment can be 
categorized as follows; 

i. Operational Computer System/ Network Audits 
ii. IT Installation Audits . . . . . . . 
iii. System Development Audits 
iv. IT Management Audits 
\I. IT Process Audit 
vi. Change Management Audits 
vii. IT Legal Compliance Audits 
viii. IT Strategy Audit 
ix. Special Investigations under CIS environment 
x. Information Security and Contrgl Audits, 

13. Internal Audit Procedures in CIS Environment 
The internal auditor should design the internal audit procedures in order to reduce the audit risk to 
an acceptably low level considering the "Risk Assessment and Internal Controls" in CIS 
environment as mentioned in the above. 
The auditor's specific audit objectives do not change whether accounting data is processed 
manually or by computer. However, the methods of applying audit procedures to gather evidence 
may be influenced by the methods of computer processing. The auditor can use either manual 
audit procedures, computer-assisted audit techniques (CAAT), or a combination of both to obtain 
sufficient evidential matter. However, in some CIS that use a computer for processing significant 
applications, it may be difficult or impossible for the auditor to obtain certain data for inspection, 
inquiry, .or confiation without computer assistance. 
Examples; 

(a) ASYCUDA system ii; Sri Lanka Customs 
(b) Postal Money Transfer System in Postal Department 
(c) Computerized Travel Document Model in Department of Immigration and Emigration 
(d) Treasury Operation Manager (TOM) in the Department of Treasury Operations 
(e) Treasury Consolidated Accounting System in Department of State Accounts 



Internal Audit Questionnaire to Assess the CIS of the Organization and its 
Effectiveness and Efficiency 

(This is a specimen questionnaire form. Therefore, this should be customized according to your 
organizational requirements) 

mentioned in above Para. 02) 
1.3 Is the IT policy of the organization 

1 .  Legal Background, Policies and Practices 

been linked with the IT policy of the 
organization? 

No. 

1.1 

1.2 

( 1.5 1 Have ,an annual ICT plan for the 1 

Question 

Is there a speqific IT policy for the 
organization rind is it 'updated based 
on the current requirements? 
Has the above IT policy been 
developed according to the Govt. IT 
policy at the national level? (As 

1.6 

1.7 

1.8 

Not 
Applicable 

2. CIS of the Organization 

yes 

organization? 
Has the strategic pladcorporate plan 
/action plan been prepared according 
to the IT policy of the organization? 
Have the performance indicators been 
developed to measure the progress of 
IT developments of the organization? 
Has Individual performance been 
linked with the objectives of IT 
development? 

No Responsible 
Officer 

. 

No. 

2.1 

2.2 

2.3 
2.3.1 
2.3.2 

2.3.3 

Reqarks 

Responsible 
Officer 

jRemarks Question 

Has the relevant legal authority 
been granted for the CIS of the 
organization? 
Does the internal auditor satisfy 
with "Value For Money" (VFM) of 
the CIS? 
Is the CIS a configuration system? 
Is the CIS a large computer system? 
Is the CIS a personal computer 
system? 
Is the CIS a network computing 
system? 

yes No Not 
Applicable 



with the internal centrals in 
CIS? 

with the m k W m  re 

hacking, unauthorized mces to the ' 

11 



3. Safeguarding of Assets in the CIS 

No. 

3.1 

3.2 

3.3 

3.4 

3.5 

3.6 

3.7 

3.8 

3.9 

3.10 

3.1 1 

-. 

I 

Question 

Is a separate fixed assets register 
maintained for IT devices by the 
organization? (According to the 
Treasury circular No. IAI -2002-02 
dated 28.1 1.2002) 
Are the all computer devices and 
supporting accessories such as UPS, 
power cables, pen drives, speakers 
included in the fixed assets register? 
Have a specific fixed asset coding 
'system to identifj the hardware of the 
system in the organization? 
Is the custody of the hardware of the 
system assigned to the responsible 
officers? 
Is the fixed assets register maintained 
to separately identify the assets 
purchased by vtirious funding I agencies (Source of Financing)? 
Does the internal auditor satisfy with 
the existing physical security controls 
on computer hardware of the 
organization? 
Have maintenance agreements been 
signed for the all important computer 
devices? 
Are the facilities provided during the 
warranty period of the computer 
hardware enjoyed properly? 

Not 
Applicable 

I 
Does the internal auditor satisfy with 
the activities of board of survey 
regarding computer devices? 
Are there enough controls on assets 
such as Laptops, Pen-drives etc. 
which are allocated for officers' 
personally use? (Easy identification 
of assets and location and proper 
handing-over of the such assets when 

yes 

.- 

I 

No 

. 

I 

Responsible 
Officer 

. 

they leave fiom the organization) 
Does the internal auditor satisfjr with 
internal controls on assets relating to 
wireless technologies such as WAP, 
GPRS, BLUETOOTH, WIFI, 
CDMA, WIMAX, and HSPA? 

Remarks 

. 

12 



C 

4. Safeguarding and Security Controls on Software in the CIS 

No. 

4.1 

4.1.1 
4.1.2 
4.1.3 

4.1.4 

4.1.5 

4.2 

4.2.1 

4.2.2 

4.2.3 

4.2.4 

4.2.5 

4.2.6 

4.2.7 

4.2.8 

Question 

Are readymade software such as 
operating systems (Windows, 
Apple), application packages (MS 
ofrice, Open office), security 
packages (Virus guards) and other 
software used in the organization? 
Are they licensed software? 
Are they auto updated online? 
Are they compatible with the 
organizational software (client 
based)? 
Is there a facility for future IT 
developments? 
Are there sufficient internal controls 
with regard to the safeguard of 
software CDs, pen drives, diskettes, 
tapes and soft and hard copy of user 
guides and system changes 
manuals? 
Are the specific organizational 
s o h a r e  (client based software) 
used for the organization? 
Have a proper authenticity for such 
software? 
Are there user manuals for such 
solftware? , Are there specific system flowcharts 
for such software? 
Are they compatible with the 
commonly used operating systems 
and application packages? 
Is the ownership of the source codes 
of the system belonged to the 
organization? 
Is the ownership of the source codes 
of the system kept under the custody 
of third party? 
Does the internal auditor satisfy 
with the arrangements on event of 
system breakdown and 
interruptions? 
Is there a specific system 
maintenance agreement with the 
relevant party? 

Not 
Applicable 

yes No Responsible 
Officer 

Remarks 

+a 

t 



languages in the event of using the 
idomation arrd the system by 
general public? 4 

4.3 '+H&ire the all s o m e  frerzdryma& . .. 

client based] properly in&M ' ' 

in the fix& assets register? 

No. Question yes , 'Not Responsible Remarks 
AppZicde Officer 

5.1 Is there a separate IT unit fix the < 

organization? 

5.2 Is there a separate IT ;organk~tional . . _ ,  . - . .  . .  
, structure for the organiza-tj~n? . I . I  

5.3 Are the ~pemaiqg m sad . 

system devel~pmat m m d s  \ \ 

I 

availatbk in the osg~ztation? I 
1 :  

5.4 Does the internal auditor sat&@ &at 
all programme changes are 
adequately tested and dacqegted? 

5.5 Does' the internal auditor satisfy with 
the delegation of awth~rity 
considering the i n t d  controls in 
the IT division? 

5.6 Does ' thi internal auditor invlolr~.~ in -,- -e.i the event of development of a CIS? , - 
5.7 Does the internal a d t o r  satisfy. wi& 

the involvm~nt of other interested . 

paties such as system analysts, . 

programmers, external auditors, user 
departments and other responsible . 
office+ in the stage of developing a 
new CIS? 

5.8 Does the interid auditor satisfy with . . 
the Transparency and Accountability 8 1 :  

of the CIS? 
5.9 Does the internal auditor satisfy with 

the reliability and accuracy of data 
and information provided by the CIS? 

5.10 Is there a trend to use the 



5.1 1 

5.12 

5.13 

5.14 

5.1 5 

5.16 

UNICODES introduced by the 
government? 
Doest the internal auditor satisfy with 
result of input/output ratio of IT 
projects under the concept of Value 
For Money (VFM) audit? 
Does the internal auditor satisfy with 
the adequacy of training facilities 
provided to the IT staff to perform 
their duties effectively and 
efEciently? 
Does the internal auditor clearly 
identify the risk areas in the CIS? 
Is there a disaster recovery plan for 
CIS? 
Does the internal auditor satisfy with 
the existing disaster recovery plan? 
Does the management update the 
disaster recovery plan time to time? 

* 


